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How can I help my
child get the best
out of the Net? R

How can I find
things online?

How do I make a
complaint about

offensive material?

Where \
can I find
great sites

| @
> for kids?
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If you would like to talk to us in your own
language, please call the Telephone Interpreter
Service on 131 450 and they will contact us for
you.

ITALIAN

Se desiderate parlare con noi in italiano, siete
pregati di chiamare il servizio d'interpretariato
telefonico (Telephone Interpreter Service) al
numero 131 450 e loro ci contatteranno per voi.
VIETNAMESE

Néu quy vi mudn noi chuyén véi ching toi
bang tiéng Viét, xin dién thoai dén Dich vy
Théng dich qua Dién thoai (TIS) & s6 131 450
va ho sé& giup quy vi lién lac chung téi.

GREEK
Av BéAeTe va pag WNAOETE 0N YAWOOA 0ag,
TMAPAKAAEIOTE v  TNAEQWVNOETE OV
TnAepuwvikry Yrmpeoia Aipunvéwv  aTo
131 450 kat va INTOoETe VA ETIKOWVWVI|OOUV
padi pac ek HEpous oag.
ARABIC
Louay JuaaVh o puh celiady Uod) souaslh y5 @a< 1)
pois aa 131 450 3,0 e Gulaally Lugdil Laa 3l

i 03 Bl sl Uy JEas Y Tosall 5o panyie
CHINESE

RERZAEHBESNRMIEH, EHE 131 450

i:ﬁ@;gﬁﬂﬁi% (Telephone Interpreter Service) , it
P EMILPIRE o

For more information, contact the
Australian Broadcasting Authority
Telephone: (02) 9334 7700
or 1800 226 667

Fax: (02) 9334 7799

Email: online@aba.gov.au
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smart Net surfing for kids
and their grown ups

Help your

kids

make the most

of the Internet
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= i Gg J ( \\ r (,.. online — the good and the bad. Get to know
- L = . - ) which chat rooms they are visiting and who
— | they are chatting with.

’ Talk to your children about their experiences

Let them know it's OK to tell you if they come

smart et surfng for ids eI
an €ir grown ups '

If your child wants to meet someone they have
met online you should check the person out to

Children HEEd parents and see that they are who they say they are. Talk to
family members to help them Chatting on the ‘Net is very popular among young them and their parents by fphone first. An'd you
I people, particularly young teenagers. It can be a should accompany your child to the meeting.
become cybersmart' great way to meet and talk with people across

Teach your kids ways of dealing

Help your kids to make smart choices about borders, time zones and backgrounds.

who and what they find online.

with disturbing material

However, a lot of real world risks also exist online, Explain that they should not respond if

ef'spemally in chét rooms. Most people o.nllne are someone says something inappropriate, and
. = friendly and polite, but some can be unfriendly and they should immediately leave any site if they
The Internet can l?e a f‘.m family achivity = rude. A small number are exploitative and predatory, feel uncomfortable.
check out good sites with your kids! Compile and there have been instances of paedophiles
- 'favou['ites' list, which you can visit again contacting children in chat rooms and by email. Encourage them to tell you if anyone says
and again. something that makes them feel uncomfortable

Make sure your children know what information
they can give out and where they can go on

Help your kids use the Internet
as an effective research tool

Learn about handy homework tips for kids and the ‘Net. Limit time in chat rooms, particularly
also good searching ideas. for younger children. Encourage the use of
chat rooms that are moderated (that is, where

Teach children that information on messages are screened by an adult before Remember!
they are made public).

the Internet is not always reliable

If it sounds too good to be true it probably is!

Be Involved is parental supervision
H [ H y .
Teach your children ‘netiquette Put the Internet computer in a public area of the and gu'dance!

Encourage them to treat others online in the home. Areas like the living room are ideal, rather
same way they should in real life. than a child’s bedroom.
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Rids: These tips are for you!

Be careful

Meeting people online might be fun,

but remember that the people you meet
online may not be who they say they are.
Someone claiming to be a 12 year old girl
could really be a 40 year old man.

Check with your parents/carer first

Ask your Mum or Dad or carer before you
give out your name, ‘phone number or

address or any other personal details. This
includes the name of

your school, your photo, and any personal
information about your friends and family.
Never post such information in a chat room
or somewhere lots of other people might
see it.

Always keep your password a secret.

Take someone with you

If you want to meet someone you have so
far only met in a chat room ask one of your
parents or another adult to go with you.
Always meet in a popular public place,
preferably during the day.

Don’t stay/
Don’t respond

If someone in a chat
room posts offensive
pictures or says some-
thing rude or scary,

or if you are sent
these in an email,
don’t respond and do
leave the chat room
straight away.

Tell

If you see upsetting
language, nasty pictures
or something scary tell
your parent or another
adult you trust.

Spam is email from an individual or
organisation who you don't know or have
not previously dealt with. Spam can be
very annoying and may contain offensive
or disturbing material.

To reduce the problems caused by
spam you should:

@ safeguard your email address;
@ don't respond to unsolicited email;
® use a filter;

® check your ISP's web site for
information about managing spam.

For more information about how

to deal with spam go to
www.cybersmartkids.com.au/ parents/
risks.html, or download the brochure from
www.aba.gov.au/internet/index.htm

If you receive spam that advertises or
promotes content that you believe may
be offensive or illegal, you can complain
to the ABA about that content. Go to
www.aba.gov.au/hotline to find our
online complaints form.



Filters

Filter software is a useful tool for managing
children’s access to the ‘Net, when used
alongside active supervision by parents and
setting household ‘Net-use rules.

Different filters work in different ways, and
some are better than others at blocking
particular types of content.

White List Filters

These filters allow the user to access only a
selected number of sites. They are the most
effective in blocking access to offensive and
harmful material.

But they also block a lot of material that may
be innocuous.

Such filters are likely to be appropriate for
younger (primary school age) children,
where protection from unsuitable material
may be more important than
having access to a wider range
of content.

Black List Filters

These prevent the user from
accessing certain listed
sites. They provide access

to a wider range of content, but may still allow
access to some unsuitable material. Such filters are
likely to suit families with older children, where
having access to a wide range of content is an
important consideration.

Multiple User Filters

These products allow different levels of filtering for
different users. They may be useful where there are
children of different ages in the family.

Monitoring filters

These keep a record of visited sites, and can be
useful for checking the sites your children are
visiting on the 'Net.

Points to remember!

To help ensure your filter is as effective as possible,
consider installing a product that is updated
automatically when you connect to the ‘Net.
Alternately, your ISP may offer a filter that they
administer and update for you.

Some filters work only with WWW content, others
can be used with a wider range of applications
such as email or chat. Look for one which meets
your particular needs.

Products you install yourself might be easier to
configure to your own requirements. However,

they may also be more easily circumvented
than a filter that your ISP administers.

More information

The ABA has registered a code of practice
for ISPs. This requires them to provide each
subscriber with one of the filters listed in the
code. Some ISPs offer this service free of
charge, while others charge a fee. See your
ISP’s home page for details of the product
they offer.

For more information about how filters
work see www.cybersmartkids.com.au/
parents/filters/

The ABA has conducted an evaluation

of some filter products. The survey report
can be found at www.aba.gov.au/internet/
research/filtering/index.htm

Remember! A filter
can be only partly
effective, and is not
a substitute for
parental supervision.
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